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Honeypot Lab — Home SOC Simulation on Azure

Author: Kevin Hamzai
Environment: Microsoft Azure, Azure Virtual Network (VNet), Log
Analytics Workspace, Azure Sentinel

1. Objective

The purpose of this lab was to simulate a small-scale Security Operations Center (SOC)
environment in a home lab using Azure resources. The lab aimed to:

Gain practical experience in network monitoring and threat detection.
Analyze malicious activity by capturing failed login attempts.
Visualize attack sources and patterns using Azure Sentinel.

Demonstrate the ability to document and report security incidents professionally.

2. Lab Environment Setup
Azure Resources Provisioned:

Resource Group: Created a dedicated resource group for the lab to organize resources.
Virtual Machine (VM): Deployed a Linux VM to serve as the honeypot target.
Virtual Network (VNet): Configured a VNet to isolate and secure the VM while allowing
monitoring traffic.

e [og Analytics Workspace: Integrated the VM with Log Analytics for data collection and
monitoring.

3. Methodology

1. VM and Network Configuration
Provisioned a VM with default security settings.
Configured a VNet with appropriate subnets and routing to allow controlled
external access.
o Connected the VM to Azure Log Analytics Workspace for centralized logging.



2. Data Collection
o Configured logging to capture failed login attempts on the VM.
o Integrated Azure Sentinel to aggregate logs and visualize potential threats in real
time.
3. Monitoring and Visualization
o Created dashboards in Sentinel to track incoming connection attempts.
o Mapped IP addresses of failed login attempts to their geographic locations using
Sentinel’s built-in map visualization.
4. Analysis
o Identified patterns of unauthorized access attempts.
o Tracked attack frequency, source regions, and repeated IPs to simulate threat
intelligence reporting.

4. Results

Successfully captured multiple failed login attempts targeting the VM.

Generated a live map of attack sources, showing geographic locations and IP addresses.
Developed dashboards for visualizing and analyzing suspicious activity in near real-time.
Gained insight into common attack vectors and methods used by external actors.

5. Lessons Learned

e Practical understanding of how to set up and manage a SOC environment in a cloud
platform.
Hands-on experience with Azure Sentinel, Log Analytics, and VM monitoring.
Learned the importance of structured documentation to communicate findings to
stakeholders.

e Reinforced skills in detecting and analyzing threats, visualizing attack patterns, and
preparing actionable reports.

6. Conclusion

This lab successfully demonstrated the deployment and management of a honeypot environment
on Azure. By monitoring failed login attempts and visualizing attack sources, the lab provided
valuable experience in SOC operations, incident detection, and threat intelligence analysis.



Proper documentation of the workflow, configurations, and findings ensures that employers can
quickly understand your technical competency and ability to manage security projects
professionally.
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